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1 Introduction

CenterTools DriveLock is the perfect solution to prevent unauthorized data transfentrolling the use of all
types of ports and devices on all computerin an entire network. Access to particular devices can be
granted tospecificusers and groupshat exist within the network.

In Novell networks, you can us@lovell ZENworksvhich allowsfor easy centralized configuration ofdevice

control acrossan entire enterprise network.

This document provides technical informatiombout interoperability between CenterTools DriveLock and

Novell Directory Services/ZENworks.

Because areful planning and evaluation is essential for successfully deploying DriveLock throughout the
enterprise, this whitepaper also describes best practices and examples ofpolicy settingsto help you

achieve thespecific needs of your organization.
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2 Software Prerequisites

CenterTmls recommends using Novell ZENks when deploying DriveLock in &lovell environment. This
whitepaper covers the requirements for successfully deploing DriveLock Agents taclient computersand

for distributing the client configuration.

System Requirements:
1 Novell Directory ServicéeDirectory, NovellEnterprise Serverl{inux), Netware
1 ZENworks 4.x or highefrecommendedfor software distribution)
1 Supportedclient operating systems: Windows 2000, XP, 20Q3%/ista

T Novell Client
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3 Deploying DriveLock Configuration

The two methods for centrally deployiniipe DriveLock configuratiorare:

1. An Agent configuration file that contais the settings that are applied by theAgent. Thisis stored
on a server and can be retrieved by Agents ugian UNC path, FTP or HTTP.

2. Agroup policycreated with ZENworkshat is assigred to the Agents. This is a more powerful and

elegant solution than working with configuration files.
Perform the following steps to implement each configuration methods:

1.) Configurationusing a configuration file Thismethod can be implemented more quickly but

provides less flexibility in the long run.

a. Configure DriveLock using thBriveLock Management consolen an administrative
workstation.Use theconsolenoded Conf i gurati on filesod6 to create

b. Publishthe configuration file (Refertothec hapt er o0Create a configur af
DriveLock manuafor details.0 Dr i v e R2Bl&nnirgd InstallatondDe pl oyyment 6

c. CreateacustomizedDriveLockAgentinstallation packageusing the Deployment Wizard
(Refertothec hapt er oO0Depl oyment Wi z dordatéils.i n t he Dri ve
0Dr i ve LR2Bl&NIirgA IBstallationdDe pl oyyment 6

d. Deploy theAgent as described in the next chapter

2.) Coniguration using ZENworks Group Policyhisis method of configuringDriveLock in your Novell
environmentprovides more flexibility in the long run

a. StartConsoleOne

b. Create a new policy package in your OU/Organisation structure

If you alreadyhave an existing Policy Package assigned to workstations you can ust
the existing Windows Group Poliéggstead. To edit the policy, the DriveLock

J’ Management Console must be installed on the computer where you are editing the
DriveLock policy. If the Management Ceale is not installed, DriveLock configuratior
settings are not displayed and canot
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ENuvell ConsoleOne

Fil= Edit W¥iew Todls Help

FABEBORE 2B B

0 Wy Wiard
= & NDS
= VoT
2. BER
& DUS
= &3 LBO
°B Apps
o8 Groups
=g NMew Object
8 Users o
8 wWorkstations B Rl
2 muc %8 VCTiPalicies. LBO
m Security Class:
nosPredicatestats A~
&% nspmPasswardPalicy =
Crganizational Person i

&5 Organizational Role

5 Person

c. SelectWorkstation Packageand then selectWindows Group Policy

Note: The DriveLock configuratiors stored in the computersettings of the policy and
must be assigned tocomputers,not to users.

Policy Package Wizarnd ri|
Choose a policy package to create or modify. The policies
contained inthe selected paolicy package are displayed in the

Novell palicy list.
Palicy packages: Palicies:
¥ Cortainer Package A
‘% Server Package
?é = Ql Service Location Package
1@ .l Uszer Package maging Policy
= ation Wiorkstation Invertary Polic
a [ Distributed Server Package == FEMwvorks Deskiop Manage «
| >

—Description

wyorkstation Package - is an ebirectory object that contains a
callection of policies relating to workstations. This policy package can
be azsociated only with workstations, workstation groups, and
cortainer ohjects.

= Back [ Mext = “ Cancel Finizh

d. Type a name for theolicy package

Note: onlya singlepolicy package can be assigned to a computer.
e. Selectthe checkb o Pefide additional setting®and then clickFinish

f. Sel aMindowDXE f r odRvolicteddraenu.
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Properties of DriveLock Configuration PZ|

Policies ~ | Associstions | NDS Rights ~ | Other | Rights to Files and Folders |
Windows XP

‘Windows XP workstation policies:

Enabled Palicy Schedule
|:| Maorvell iPrint Policy Palicy not enabled
] B Remote Control Policy Fis,
W
|:| 8 Workstation Inventory Policy Palicy not enabled
|:| FENworks Desktop Management Agent Policy Palicy not enabled
Properties... ] [ Reset... ] [ Add.. ]

Default Package Schedule
Run event: System startup

Folicies enabled on this page will he applied only to workstations that have been upgraded to ZEMNwarks far -~
Desktops 4 ar greater. To enahle policies for warkstations using earlier versions of ZENwarks for Deskiops,
please use the Windows MT-2000-xP tah.

[ ox J[ cancel J[ appy J[ tew |

g. Ensure thatt h Befadilt Package Schedulé i s ¢ o n f at@ystene dartup Rurr u n
event: System startup).

h. Sel ect t h ®&indoWwssGrokiPolicy datiren click Properties

i. Selectthe path for storingthe group policy Note that networktraffic is createdeach time
the group policy is applied.

The group policy files should be placed on a share which is accessilte the
computer account For examplecreate a foldernamed Policies and a subfolder for

T,

each policy in the SYS share offaNDS Linux or Nabdare server and save the policy
file to this location.

j.  Afterselectinga locationfor storing the policy, youcan edit the policy settingsTo create
the DriveLock configurations e | e ct t h PersstiMorkstation Settidg§ andthen
click Edit Policies. Whenfinished editing the policy settingsclose the policy.
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Properties of DrivelLock Configuration:Windows XP:Windows Group Policy

Workstation Manager Policies | Folicy Schedule | RNDS Rights | Cther | Right= to Files and Folders I
Windowves Group Policies

hanage Group Policies
Metwwork location of existingfnew Group Policies

| Wyct-muc-ldet muc Jabor ctipolicyDrivelock _Configuration pol | [Browse...

[ Edtroicies | [ import Poicies

Perzist Workstation Settings
Applied Settings Types
|:| User Configuration
Computer Configurstion

|:| Security Settings

|:| Group Policy loopkack support

[oc J[ cancel J[ appy J[ rtew |

k. Once all policy settings have been configurethe policymust be assigned tocomputers
To do this, clickOKin the dManage Group Policie§dialog box, and therselect the
appropriate organizational unit it h Assatiation®dialog boxof the group policy.

Properties of DriveLock Configuration

Paolicies - | Asgsociations | NDS Rights - l Cther I Right= to Files and Folders I
Associstions

Azzociations:

[ Properties... H Add. . H Remove... ]

[ox [ cencel J[ apoy J[ ren |
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4 Deploying DriveLock Agents

You candeploy DriveLock Agentsising your ZENworks environment @hird-party deployment software.To
deploy DriveLockusing third-party deployment software follow the instructionsin the DriveLock manual
0 Dr i v el oPBl&nirgd IBstalRtibn - Deployment.

4.1 Deploythe DriveLock Agentising Novell
ZENworks

To deploy the DriveLock Agenising Novell ZENworksopythe Agentinstallation file (an MSI file) from the
DriveLock CDor from the DriveLock Downloatebsite to a shared folder

1. St aCohsoléOné .

2. Create a new OApplication Packageo.

3. Complete the ONew Application Objectd wizard wusin
a. Sel|l dnappligation that has an .MSl filé .

b. Select thenetwork pathwhere you copied theDriveLockAgentinstallation file.

Before starting, place the Agent installation file ia sharethat is accessible tothe

computer account For examplecreate a folderAppsand a subfoldernamed

s DriveLockin the SYS share of aNDS Linux or Nédare serverand save the
installation file to this location.
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New Application Object le

Specify the path to the .MSI file you want to use to create the Application object.

i Novells

i ZENworkss 7

] Path to M3 File:

| Tect-rauc-rwe o labor ctinstalDrivelockagent_d4_0nsi | @

To continue, click Mext.

[ <Bock [ Med= | cancel |

c. Typea name for the package and specify the administrative location of the MSI

installation package (normally the sme path specifiedabove).

Mew Application Object

Define the following information for the Application object.

i Novells

ZENworks: 7 Chiect Mame:

: | DriveLock 4_0 Agen] |

Administration Package Path
| Tvet-muc-red muc labor ctinstall |

To continue, click Mext.

= Back ][ Mext = ][ Cancel

d. Optionally you can add a rule tdeploy DriveLock only to computers running Windows
2000 or higher. Otherwise, keep the default configuration (not selected)
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e.

f.

New Application Object

: Add rules to contral availakilty of this applicstion.
. Novells Type Subj COperator Wallie
i ZENworkss 7
08 wversion(Windows Z000/XP) »>= 5.0
N { [ atways show icon
Al ot l ’ focdify ] ’ Delete
To cortinue, click Mext.
= Back ][ It = ” Cancel Finizh

The next step assigns thapplication package tocomputeraccounts. Select thecontainer

that contains thecomputer accountsfrom the NDS andthen select the option to associate

the policy withworkstations only.

Add Container Association

O Users within this Container

O Both Users and Workstations

A application can ke sssociated to the users, workstations or bath within 3 cottainer

U n d ®istribation Optiorg, select the checkboxes dForce rurd
then clearthe checkb o App&auncheb

a Rodce @achéand
shewnin the following screenshot:
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New Application Object f'5_<|

Add user and workstation associations:

Novells = | A =
ZENworkss 7 lﬂ = IE:IllName

Calumn MNatne: Force Cache

To continue, click Mext.

[ 20 | Deste |

= Back ][ Mext = ][ Cancel ] Finizh

g. Reviewthe summary andthens e | e ct t h Bispahdetailk diter greatioldto
configure additionalsettings.

New Application Object f5__<|

Review the following settings for the Application object. Ifyou need to make
i Novelle changes, click Back.

ZENworkss 7

| >

M5 File:
Yo t-muc-nwd. mac. labor. ot InstallhDrivelockdgent 4 0.mai

Gource Path:
Y\ rot-mac-nwd.mac. labor. oty Install

Tser Associations:

: [Workstation Associations:
N i |Force Fun, Force Cache, Workstations.LEO -

Display details after crestiort

Create ancther Application object after this one

Tao create the object, click Finish.

Next = cancel |[ Finish |[ Help |

4. Customize the package properties

a. On tldewtfication d Icondpage, on thedUser Interface Leva menu, clickSilent.
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Properties of DrivelLock 4_0 Agent

istrioution Optioris = | Run Options v | Associstions | Availakiity = | Common » | MSI + | Faul G

X

Application icon title: | Drivelock 4_0 Agent

Application lcon

Dizconnectable
|:| ‘Wait on farce run
|:| Determine force run arder

Show progress

Uszer Interface Level:

Page Options...

b.

C.

On

t Disibution Option®page, s e | e c¢ Distributealway®

a bistribuie in

Workstation Security Space if Workstation Associatédheck boxes.

Properties of Drivelock 4_0 Agent

Wersion Mumber: GLID:

Icdertification v| Digtribution Options ~ ’Run Optiohz vI Azsociations | Availabilty - | Cottnon vI Faut Tolerar{ EI
Optiohz

X

[o 5

| EB27FTES-1D42-4FE2-B456-448457 ADEF17

|[ Macify ]

Options:

[ Prompt betare distribution

Reboot:
(%) If Meeded

O Alvwvays
O Mever
Prompt for Reboot:

(=) Prompt

O Don't Protmpt

Distribute in Workstation Security Space if Workstation Associatedd

Page Options...

OK ][ Cancel ][ Apply ][ Help

I n

RUmM ©ptionsd Environment

d ibaxisoeg &Ruentas secure systemusér. Thi

is requiredbecausethe local system account installs the software packagenot the user

(youmust selectthis settingi f

computers).

us er s lochl@administrativarights on client
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Properties of Drivelock 4_0 Agent

Executable security level:

O Run Mormal

() Run &g unsecure system user

Clean up netwaork resources

hianitar madule namme:

[ ]

Idertification + | Distribution Options v| Run Options ~ ’Associaﬁons | Avvailabilty - | Comman vI Fault Taleranc EE
Environmetit

Run Wincoves MT20000(P
Run 16 bit applications in windows on windows session that is:
(&) Mol
@ Shared

Minimizec
O O Separste
O Maxirnized
O Hidden

X

Page Options...

[ O ][ Cancel ][ Apply ][ Help ]

d. Optiond logging can be activated t@onfirm thatthe packageran properly.To do this,
opent h €ominond Reportingd di al og a dollosvihgokeenshon t h e
Properties of DrivelLock 4_0 Agent [‘5__<|
Idertification = | Distribution Options ~ | Run Options + | Associations | Avallabiity - w Faut Toleranc] [1] ]
Reparting
Events
@ g] D l@:wEvem
Launc

O O [ Launch failure
O O [ Distribution success
0O 0O [ Distrioution fsilure
|:| |:| |:| Fittering (lcon hidden)
|:| |:| |:| Filtering (lcon shovwn)
|:| |:| |:| Uninstall success
O O [ Uninstal fsilure
|:| |:| |:| Cache success
O O O Cache failure
|:| |:| |:| Process Tetmination

Log file location: | c:templinstall_drivelock log| |
Destination Key
B¥E Datahase L8] shmp Trap [ Loato file ERPYR

(o« J[ cancel J[ apay J[ rew |
e. ClickOKto confirm the settings, and then check client computer® confirm that the

Agentis being installed successfully
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4.2 Upgradng Existing Agent Installations

Todeploy anewer version ofthe DriveLockAgentto client computers, perform the followingteps:

1. Copythe Agent installation file (an MSI file) from the DriveLock CD or from thavelLock download
site to a shared folder Ensure thatthat the computer accounts have Read permissions on the
network share to be able to instalthe Agent.

2. Undo the assignment of the existing DriveLock package
a. Open the existing package
b. Go t oAsdodiaBonsibpage and record the current settings.

c. Create a new Application package as described in tipeevious chapter of this document
(Deploy the DriveLock Agenising Novell ZENworks)

d. Assign the new package tocomputers using the settings you recorded in Step 2b.

e. Oncethe new packageis assigned it will upgrade theAgents You dond6t need to

the previousversionfirst.
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5 Using Novell Users and Groups in
DriveLock

A DriveLockpolicy can include several types of rules that apply to specific users or groups. For example,
you can use users and groups to define exptions to companywide rules fordrive locking. WithDriveLock
you can choose from uses and groups that are defined ifNovell NDS.

CenterToolshighly recommend enabling Dynamic User LoginCherwise all userslog on asthe same
Windows user (Administrator) anéveryone has administrative permissiongRefer to the Novell ZENwrks
documentationfor how to enable andconfigr e o0 Dynami c Local User 6.

When Dynamic User Login is activateduring the Login process local windows user
account will becreatedfor each corresponding Novell useiThe name of the local

J user account is identical to the name of the NDS user accouffior example, NDS
user o0Johné | ogs in and a Windows use
on instead of the | o.cal OAdmini strata

5.1SelectNDS Users or Groups

Requirements:

Microsoft Windows 2000, XP2003 or Vista
Installed Novell Client
Permissions to open the Policy Package with the DriveLock Configuration (to edit éhesting

configuration)
Procedures:

In DriveLock,users and groups canbe selected in many places. The following steps are an example of
selectingNovell NDS users and gups. The procedure for selecting users and groups in other configuration
scenarios is identical to this example.

This example shows how to loclll USB removable drives (USB removable media, UsBd disks, etc) by
default, but to allowthe g r o DniveLock Administratas ¢o use USB drives.

1. Open your DriveLockonfiguration (explainedn the previousc hapt er ) o6Center Tool s D
2. Go Drivesxo
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3. Go Removable drive locking

EI Computer Configuration
[#-[Z0 Software Settings
-2 Windows Settings
[:l Administrative Templates
S| ‘id CenterTools Drivelock
1@ Global settings
-5 Drives

Settings
1 Removable drive locking

4. In the right pane double click onUSB Bus connected driveso open the settings page for USB
drives
5. If the Novell Client is installed on the same machine where the DriveLamnfiguration is edited

the Add Button with the DropDown menuis displayed

Add w ] [ Remove
Mowell MDS User or Group. ..

Active Direckory User or Group. ..

6. From thelist, select Novell NDS User or Groufm open a window where you carselect auser or
group. Inthis examplet h e gDrieeluogk Administratorsis selected

r

Select NDS objects

Lack in |D|§ Groups V| |

88 GruppeDenniz
& Gruppetduc

& Gruppelldo

& Removable Media

Find objects matching these criteria:

Object name | |
Object type | Users and Groups W |

| | Add v [ | Remove |

’ Ok H Cancel ]

7. Confirm the selectionby clickingOKtwice
8. Save your configurationNow USB drives are locked for everyone except the members of the NDS

group DivelLock Administrators .

Follow the same procedure, when configuring userbased rules anywhere in the DriveLock Management

Console.
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5.2 Mixed mode

It is possible to select users or groups fromthe local machinesuser accountdatabase, from Microsoft
Active Directoryfrom Novell NDSor a combination of users from multiple sources.

Each entrythat is added to the listis identified by anicon. The following tableshows which directory the

user or groupicon corresponds to

Icon Indicates

| # Active Directory user

Active Directory group

Local machine user

Local machine group

= N = = B

NDS user
NDS group

The highlighted area of the following figure shows how icons are displayed in the DriveLock Management
Console.
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Firewire (13%4) bus connected devices Properties E]E|

General | Filter / Shadow | Options | Drive letters | Commands

Firewire [1334] bus connected devices

0 Allow
(7 Deny [lack) for all users [default)

(%) Deny [lock], but allow access for defined users and groups

Iser or group Fead Write
Admimiztrators
CO ROM Drives. Groups. MUC
Drivelock Administrators. Groups.M...
ﬁ]John.Usels.MUC
7 Peter Users MUC
John

EEREEE
EORERE

Add - ] [ Remave ]

I Ok l [ Cancel

Combining permissions for users and groups that a user belongs to canukén
= unexpected behaviour, Foe x ampl e, wuser o0Johndé is m
L userso6. John has read/write permissia
. group OoOUSB drive usersé has only read

finally only has read permissions

5.3 Offlineusage

An additional step is required to ensure correct policy enforcement whencamputer has no network
connection to the NDS directoryln this casethe loggedon Novell user cannot be verified andriveLock
can onlyuse local user and groups usedAs aresult, DriveLock ignores rule settings that are based MDS

users and groups when offline.

Example: CBIri ves are | ocked exc®pM fLeersbhe MOBbgroupepf oOCH
accesstheCBdr i ve when theydre ontili neROBMEDeanaldngeradcespt op go
the CD drive (thereds no NDS server available to chec

To work around thisissue, use local users or groups ima DriveLockpolicy. When doing this, ensure that
Dynamic User Logiris enabled so that Novell userslog into Windows with theiruser name instead of
Administrator. Refer to the Novell ZENowr ks documentation for how to enahb

Local User 6.
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