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Introduction

As your IT infrastructure is getting increasingly complex, the task of providing comprehensive network
security is also becoming more involved. However, providing comprehensive protection doesn’t need to b
difficult or time-consuming if you are using intelligent tools to accomplish the task. DriveLock can help
make data security easy. It only takes a few simple steps to install and configure DriveLock 6 to help
eliminate the dangers to your sensitive data posed by the uncontrolled use of USB ports and other open
ports on client computers.

This document guides you through the process of installing and configuring DriveLock to control access
to removable drives. It also includes the steps that are required to centrally deploy the DriveLock Agent to
all client computers where device access needs to be enforced and to centrally monitor user access to
removable drives. The entire process, including the configuration of prerequisites, typically takes well
under 4 hours.

System Requirements

The following are required to perform the steps described in this guide. For more detailed information,
refer to the DriveLock documentation.

Administrative Workstation:

The DriveLock Management Console must be installed on an administrative workstation. Generally, this is
the computer from where you perform most day-to-day management tasks. The computer should be
running any version of Windows XP, Windows Vista or Windows 7, except Home editions. Because you
will configure Group Policy settings, the Microsoft Group Policy Management Console (GPMC) must be
installed on this computer. You can also install the DriveLock Management Console on a computer
running Windows Server, but it is recommended to not use a server to perform management tasks.
Unless you are installing DriveLock for a 30-day evaluation, the administrative workstation should access
to the Internet for activating the license.

DriveLock Enterprise Server:

The optional DriveLock Enterprise Service consolidates client events for central monitoring. It needs to be
installed on a computer running Windows Server 2003 or newer. Installation on a domain controller is not
supported.

The DriveLock Enterprise Service also needs to create a Microsoft SQL Server database. You can use an
existing instance of SQL Server or install a dedicated instance on the DriveLock Enterprise Server or a
different server. You can use any edition of Microsoft SQL Server 2005 or 2008, including the free
Express editions.

The DriveLock Enterprise Service logs on using a domain user account. You need to create this account
before you start the installation. It is recommended that you configure the account’s password to never
expire. No further configuration is required for this account.

To enable distribution of the DriveLock Agent to client computers using Group Policy, you will need to
create a shared folder on the DriveLock Enterprise Server or any other server. Both file and share
permissions need to be configured to allow Read access for the Everyone or Authenticated Users groups.
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If the Windows Firewall is enabled on the server you will also need to configure firewall exceptions to
allow clients computers to send event information and for administrators to create reports. For more
information about the required firewall exceptions, refer to the DriveLock documentation.

Software:

You will need the following DriveLock components. The easiest way to obtain them is to download the
DriveLock 7.1 I1ISO image and burn a CD from it. Alternatively, you can download each component

separately:
e DriveLock Management Console
e DriveLock Enterprise Service
e DriveLock Control Center
e DriveLock Agent

Unless you are installing DriveLock for a 30-day evaluation, you will also need access to the DriveLock
license file that was provided to you when you purchased DriveLock.

Installing DriveLock Components

Before you can configure device control rules and monitoring you need to install the administration
console. For central monitoring you should also install the optional DriveLock Enterprise Service and
DriveLock Control Center.

Depending on your operating system use the 32Bit or the 64Bit installation packages.

In case the User Account Control (UAC) is active accept all Windows notification messages.

Alternatively you start a command line via ,Run as administrator* and use the msiexec commands e.g.
msiexec /I DriveLock_MMC.msi

Installing the DriveLock Management Console

You use the DriveLock Management Console to configure all DriveLock Settings and perform most
administration tasks. You need to install the management console on the administrative workstation.

Estimated time required: 10 minutes.

To start the installation, run Setup.exe.
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i'é‘u CenterTools DriveLock Management Console (#6564 Edition) Setup B

Welcome to the CenterTools
DriveLock Management
Console (x64 Edition) Setup
Wizard

The Setup Wizard will install CenterToals Drivelock
Management Console {x64 Edition) on vour computer, Click
"Mext" to continue or "Cancel" to exit the Setup Wizard.

Compatible with

- CenterTools >
‘ e Windows'7
= Back Cancel |
Click Next.
i'é'- CenterTools DriveLock Management Console (x64 Edition) Setup E3
End-User License Agreement
Flease read the Foliowing license agreement carefully =]

CenterTools DriveLock End-User License Agreement i’

THIS EMD USER LICENSE AGREEMEMT SETS FORTH THE TERMS
AND CONDITIONS UNDER WHICH CENTERTOOLS SOFTYWARE

GMEH. ["CENTERTOOLS"), GRANTS TO THE CUSTOMER

IDENTIFIED ON THE ORDER FORM AND/OR THE ORDER
CONFIRMATION {"CUSTOMER") THE RIGHT TO USE THE
CENTERTOOLS SOFTWARE AND ACCOMPANYING

DOCUMENTATION ORDERED AND FPAID FOR BY CUSTOWMER [

Al L EE TR W M T ERCED COE T CiEm

%' T accept the berms in the License Agreement:

™ 1 do not accept the terms in the License Agreement

Advanced Installer

< Back I Mext = I Cancel

Accept the license terms and click Next.
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i'm‘!:" CenterTools DriveLock Management Console (%64 Edition) Setup E

Ready to Install
The Setup Wizard is ready to begin the CenterTools Drivelock Management Console =)

(x64 Edition) installakion b

Click "Install* to begin the installation. IF wou want ta review or change any of wour
installation settings, click "Back”, Click "Cancel” to exit the wizard,

Advanced Installer

<Back | Install i Cancel

Click Install to start the installation.

i'.;!-" CenterTools DriveLock Management Console {#64 Edition) Setup

Completing the CenterTools
DriveLock Management
Console (x64 Edition) Setup
Wizard

Click the "Finish" button bo exit the Setup Wizard,

<Back  Ji ] Finish ¢ Canicel |

After successful installation click Finish to close the installation wizard.

Installing the DriveLock Enterprise Service

The DriveLock Enterprise Service (DES) receives event information from all DriveLock clients and stores
them in a central database. It can also store recovery data for encryption and provides access to the data
for reporting and analysis via the DriveLock Control Center (DCC) console. For detailed information about
the DES and DCC, refer to the DriveLock documentation.

Estimated time required: 25 minutes
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i'é" CenterTools DriveLock Enterprise Service x64 Edition Setup

m Drivel®ck Enterprise Service
)

Welcome to the CenterTools
DriveLock Enterprise Service
x64 Edition Setup Wizard

The Setup Wizard will install CenterTools Drivelock
Enterprise Service x64 Edition on vour computer, Click
"Mext" to continue or "Cancel” to exit the Setup Wizard,

= Back Cancel

Click Next to start installation.

i'é’l CenterTools DriveLock Enterprise Service x64 Edition Setup

End-User License Agreement
Plzase read the fallowing license agreerment carefully P |

CenterTools DriveLock End-User License Agreement ﬂ

THIS EMD USER LICENSE AGREEMENT SETS FORTH THE TERMS
AMD CONDITIONS UNDER WWHICH CENTERTOOLS SOFTWARE
GMEH. ("CENTERTOOLS", GRANTS TO THE CUSTOMER
[DEMTIFIED OM THE ORDER FORM AMD/OR THE ORDER
COMFIRMATION ('CUSTOMER") THE RIGHT TO USE THE
CENTERTOOLS SOFTWARE AND ACCOMPANYING
DOCUMENTATION ORDERED AND PAID FOR BY CUSTOMER

-
AL TS W RO M ST D _I

' T accept the terms in the License Agreement:

™ I do not accept the terms in the License Agreement

advanced Installer

< Back I et = I Cancel

Accept the license terms and click Next.
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i'é" CenterTools Drivelock Enterprise Service #64 Edition Setup

Service Account Information
Specify a user name and password, =)

Specify the user name and password of the service account that will be used ta run
the service, The user account must be in the Form DOMATIMYLsername,

User name:

Isvc_des Browse. .. |
Password:

I sssens

Continue without validation = |

Advanced Installer

< Back I Mext = I Cancel |

Type the user name and password of the service account used to run the DriveLock Enterprise Service or
click Browse to select an existing account.

Click Next to continue installation.

. Use the Continue without validation checkbox only if the user account can’t be
:/ verified but you are certain that the account exists and that you want to proceed
with the installation.

i'éln CenterTools DriveLock Enterprise Service 164 Edition Setup

Encrypted communications (S5L) certificate
Select the S5L certificate to use for the dient-server communication, P |

" Selact existing certificate

‘¥ou can select an existing certificate stored in the local machine's certificate
store, IF wou wank to use a certificate issued by an external authority, import it
to the certificate to the store First.

(* Lreate self-signed certificate:

Create a self-signed certificate, This certificate will be stored in the local
machine's certificate store,

Adwanced Installer

< Back I Mext = I Cancel |

A certificate is required for the encrypted client-server communication.

Click Select existing certificate if the SSL certificate you want to use is already in the computer’s
certificate store. Click Next, select the certificate from the list, and then click OK to confirm.
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To have DriveLock create a certificate, click Create self-signed certificate and then click Next.

i'é" CenterTools DriveLock Enterprise Service #64 Edition Setup

Ready to Install
The Setup Wizard is ready to begin the CenterTaoals Drivelock Enterprise Service =)

%64 Edition installation "

Click “Install" to begin the installation. If wou want to review ot change any of vour
installation settings, click "Back”, Click "Cancel" to exit the wizard,

Adwanced Installer

Cancel |

Click Install to start DriveLock Enterprise Service installation.

i'.g!;" CenterTools DriveLock Enterprise Service kb4 Edition Setup

Drivel®ck Enterprise Service

Completing the CenterTools
DriveLock Enterprise Service
x64 Edition Setup Wizard

Click the "Finish" butkon ko exit the Setup Wizard,

<Back  |iFinish Cancel |

When the installation has completed, click Finish to close the wizard.

When the installation is complete, the Database Installation Wizard starts. This wizard guides you through
the process of installing, configuring or updating the DriveLock Enterprise Service database. You can also
use the wizard to change the DriveLock Enterprise Service mode for branch offices deployments.
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P DriveLock Database Installation Wizard =] B3

Welcome to the DriveLock
Database Installation Wizard

This Wizard will setup your service mode For your DriveLock Enterprise
Service (DES) and optionally create or upgrade your Drivelock database,

Cancel

Click Next to start the wizard.

P DriveLock Database Installation Wizard =] 3

Select DES role
Select the role For the DriveLock Enterprise Service on this computer,

&) Central DriveLock Enterprise Service {default)
Select this mode if this is the only Drivelock Enterprise Service in your organization or if it is the

central service in a distributed installation. & database server connection is required For this
mode,

) Linked Drivelock Enterprise Service

Select this mode if the DriveLock Enterprise Service on this computer reports to the central
DriveLock Enterprise Service, Mo database will be installed,

< Back \ii Cancel ‘

Choose “Central DriveLock Enterprise Service” and click Next.
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P DriveLock Database Installation Wizard 1 [=] B3

Connect datab and select i llation action.

Select the database type, enter the connection parameters, run the connection test and
select an installation action,

Server: YCT-LBD-50L10]
*) Microsoft SQL Server
Type the full Microsoft SQL Server instance name, for example:

) Cracle Server localhostsglexpress

Connection test detected server version:

| Test connection

Select an installation action

#) Install a news DriveLock database
) Check | Update an existing DriveLock database
) Import a Drivelock 5.5 R2 database

| < Back | Cancel

Fill in our SQL servername.

' In case you use a SQL-Express server you have to type the correct instance
name. e.g. SQLEXPRESS as you can see in our example below.
! DriveLock Database Installation Wizard M=l E3

Connect datab and select i llation action.

Select the database type, enter the connection parameters, run the connection kest and
select an installation action.

Server: WCT-LBO-SQL L Msglexpress
*) Microsoft SQL Server
Type the full Microsoft SCL Server instance name, For example:

) Crade Server localhostisglexpress

Connection test detected server version:

: o
| Test connection 4 |9.00.5000.00

Select an installation action

) Check } Update an existing DriveLock database

) Import a Drivelock 5.5 RZ database

< Back I Mexk = i: Cancel

|

Select the database server type, Microsoft SQL Server. Type the name of the database server and, if
required, the name of the database instance. To confirm that DES can connect to the server, click Test
Connection. Finally select whether to create a new DriveLock database and then click Next.
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P DriveLock Database Installation Wizard

Configure installation action

Database name: Drivelock

DES service account: LBYsve_des

< Back

IS[=] E3

Cancel

Type the database name click Next.

! DriveLock Database Installation Wizard

Setup accounts

This step will setup the DriveLack Control Center and Drivelock Management Console administratar
accounts,

Drivelock Control Center administrator: LB\administratar

The DriveLock Control Center administrator has the ownership of all default reports and Forensics,
He can administrate Control Center users and manage access rights to reports and Forensics,

Drivelock Management Console administrator: LEB\administratar

The Drivelock Management Console administrator configures the DriveLock Enterprise Service and
manages DriveLock policies, installation packages and antivirus updates,

< Back

IS [=] B3

d

(=]

Cancel ‘

Next select a group or user and corresponding security identifier (SID) that will initially be assigned
permissions to use the DriveLock Control Center. You can change this account or add additional users
and groups in the Control Center after the database installation has completed.

The service account that the DriveLock Enterprise Service use to connect to the database was specified

during the installation.

Click Next to continue.
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B DriveLock Database Installation Wizard

Summary
Review the selected actions,

IS[=] E3

Database bype: Microsoft SQL Server
Database server: YCT-LBO-SOL10sglexpress
Database name: Drivelock_Zeus
Target database version: 7.1.0.11
Service account name: LBYsve_des
DCC administrator account: LB administrator
DCC administrator SID: 5-1-5-21-67067753- 360769661 7-4003290945-500
MMC administrator account: LE\administrator
MMC administrakor SID: 5-1-5-21-67067 783360769861 7-4003990945-500
Script files to process For selected operation:
01_CreateDatabase,sql
02_CreateSchema.sqgl
03_CreateSchemaRelationships.sql
04_CreateStoredProcs.sql
05_CreateDccAdmin,sgl

Cancel ‘

Review the summary of the installation settings and the click Next to start the installation.

Depending on the size of the database, the installation may take several minutes.

B DriveLock Database Installation Wizard

Processing actions

Please do not close the wizard until the operations are completed, Depending on the
amount of data, some actions may require some time o complete,

Scripk execution progress:

IS[=] E3

E‘b] The database installation was successful,

When the installation is complete, click Next.
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P DriveLock Database Installation Wizard =] 3

m Completing the wizard
A
2]

To configure further Drivelock Enterprise Service settings, please run the
DriveLock Management Console, The service was restarted,

To complete the installation, click Finish.
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Installing the DriveLock Control Center

The DriveLock Control Center is a console that provides access to the DriveLock Enterprise Service for
monitoring and reporting. It is recommended that you install the DriveLock Control Center on the
administrative workstation.

Estimated time required: 10 minutes

Start the DriveLock Control Center setup on the administrative workstation.

i CenterTools DriveLock Control Center #64 Edition Setup Ed

Driveleck control Center

Welcome to the CenterTools
DriveLock Control Center x64
Edition Setup Wizard

The Setup Wizard will install CenterToaols Drivelock Contral
Center 64 Edition on your computer, Click "Mext" to
continue or "Cancel" to exit the Setup 'Wizard,

:- Centg_-_rTools

< Back Cancel

Click Next to start installation wizard.

ji CenterTools DriveLock Control Center %64 Edition Setup

End-User License Agreement
Please read the Following license agreement carefully =

CenterTools DriveLock End-User License Agreement i’

THIS END USER LICEMSE AGREEMENT SETS FORTH THE TERMS
AND CONDITIONS LUNDER WWHICH CENTERTOOLS SOFTWWARE

GMEH. ["CENTERTOOLS"), GRAMTS TO THE CUSTOMER

IDEMTIFIED OM THE ORDER FORM AND/OR THE ORDER
CONFIRMATION ("CUSTOMER" THE RIGHT TO USE THE
CENTERTOOLS SOFTWARE AND ACCOMPANYING

DOCUMENTATION ORDERED AND PAID FOR BY CUSTOMER -

FT L TR W Y T ERIC R CyTETn e

" T accept the kerms in the License Agreement:

™ 1 do not accept the terms in the License Agreement

advanced Installer

< Back I Blext = I Cancel

16 DriveLock Quick Start Guide



CenterTools

DriveLock Quick Start Guide

Accept the license terms and click Next.

ii‘% CenterTools DriveLock Control Center x64 Edition Setup [ x|
Ready to Install

The Setup Wizard is ready to beqin the CenterTools Drivelock Control Center x64 ﬂ
Edition installation =)

Click "Install" to beqgin the installation. IF wou want Eo review or change any of your
inskallation settings, click "Back”. Click "Cancel” to exit the wizard,

Advanced Installer

< Back

Cancel

To start the installation click Install.

i CenterTools Drivelock Control Center x64 Edition Setup

Drivel®ck cControl Center

Completing the CenterTools
DriveLock Control Center x64
Edition Setup Wizard

Click the "Finish" button to exit the Setup Wizard,

= Back

Finish Cancel |

When the installation has completed, click Finish to close the wizard.
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Configuring the DriveLock
Components

Before you can monitor client events and create reports you need to configure the DriveLock Control

Center to use the correct DriveLock Enterprise Service.

Setup the DriveLock Control Center

Estimated time required: 10 minutes

Start the DriveLock Control Center.

:é Internet Explorer {&4-hit)

& Trternet Explarer

7 windows Update
Accessories
Administrative Tools
CenterTools Drivelock

[j DES Database Installation Wizard

L ock Control Center

[_g] Drivelock Enterprise Service Status
%4 DriveLock Local Policy

%4 DriveLock Management Console
) Handbuch Control Center (german)
) Manual Control Center
[Maintenance

Micrasaft Silverlight

Oracle - OracClient11g_homel

Oracle - Qrabblig_homel

administrator

Documents

Computer

Mekbwork

Control Panel

Devices and Printers

Adminiskrative Tools

]

Startup
Help and Support
Run...
L] Back Windows Security
I Search programs and files lE]J Log off [ »

When you start the DriveLock Control Center for the first time, you are prompted to select a DrivelLock

Enterprise Service.
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‘Welcorne - DriveLock Control Center

Start Actions Options

oy

Report  Inventory

Assist Investigate

Welcome

Drivelock Enterprise Server settings

CCen/terTools Server name | & |

Fort 6067

Connect Close DICC

Control Center

Type the DNS or NetBIOS name of the DriveLock Enterprise Service, alternatively select a DriveLock
Enterprise Service from the poll down menu, leave all other settings unchanged, and then click OK.

The DriveLock Control Center starts. Because no client events have connected to the DriveLock
Enterprise Service yet, no events are displayed.

= Home - DriveLock Cantrol Center o & R
(e
= Start Actions Optians (%]
m g ¢ =
< r ECI T 4
Home Helpdesk | Forensics Report  Inventory
Assist Investigate
Horme x
Overview £, Overview
@ Wiew the overall system status and incidents.
Cverview
W) computer @ Li R
j -
& &3 Licensing
& Maintenance end date:
Antivirus end date:
8 license
B2 Users and Groups @ Agents 3

{ Dnntivirus

7

/¥ Dpevice Control

l:J Application Control

) -
‘Q} Encryption

& LBladministrator [l vet-lbo-oraz
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Creating a Group Policy Object

Once all administration and monitoring components are in place you can configure the policy settings that
will be applied on client computers.

To centrally configure all DriveLock settings in your network you need to create a Group Policy Object
(GPO) in Active Directory. You will configure all client settings in this GPO.

Estimated time required: 10 minutes
Start the Microsoft Group Policy Management Console (GPMC).

E Group Policy Management !Ii[
(3 File  Action  Yiew Window Help | =1
&= %M X o @

[ Group Policy Management DriveLock Configuration

=] _\-E.‘ Forest: labor.ct

El (55 Domains
Bl 53 hb.labor.ct Linksz
= Default Clisnt settings

| Default Domain Policy
s Refuse machine account pass: The following sites, domains, and OUs are linked ta this GPO:

Foope | Detailsl Settingsl Delegationl

Dizplay links in thiz location: Ilb.labol.ct j

ET go.malin Ckontrollers Location = | Enforced | Link Enabled | Path
- rlve [&] Drivelock Mo Yes Iblabor. ct/Driveloc
Ak
2 Karsten
o Service Accounts 2l | ﬂ
= faroup Policy Objects — 4
— WML Filkers Security Filtering
3 Starker GPOs The zettings in thiz GPD can only apply ta the follawing groups, uzers, and computers:
[ Sites Nams =

5E% Group Paolicy Modeling

: ) 82 Authertifizistte Berutzer
£ Group Palicy Results

Agdd.. Remove | Froperties |

WMl Filtering
This GPO iz linked to the following 'kl filker:

I <nones j Dpen |

| | 2l

The GPO must apply to client computer accounts that will be protected by DriveLock. If all these client
computers are already in a single Organizational Unit (OU), you can link the GPO to this OU. Otherwise,
you should re-organize your OU structure to consolidate client computer accounts or link the GPO to the
root of your domain.

Right-click the OU that the GPO will apply to and then click Create a GPO in this domain, and Link it
here. Provide a name for the GPO and then click OK.
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Configuring Policy Settings

After you have created the GPO you can configure DriveLock settings in it. To do this, the DriveLock
Management Console must be installed on the computer where you edit the GPO.

Estimated time required: 60 minutes.

Right-click the GPO you created and then click Edit. In the Group Policy Management Editor, expand
Computer Configuration and then click CenterTools DriveLock.

' Group Policy Management Editor =] E3

File  Action Yiew Help
e HnH=EE
[ DriveLock Test Configuration [¥CT-
= i Computer Configuration
= ] Policies
| Software Settings
~| Windows Settings
= W CenterTaols DriveLock
{._\? Global configuration

- Peieenl mmle Manceee P lina.
Getting started x

‘fou are creating a new Drivelock configuration.
‘ ‘fou can start with an empty palicy or apply preconfigured settings.

Preconfigured settings

w Drives

Devices Select & predefined configuration scenario to enforce
&Y fetwork prafiles settings that implement marvy common protection
applications E 2 . strategies, This can help you be secure within minutes,

Encryption
Ankivirus

Q Management consc
| Administrative Templat

Blocks any drive and reparts attermpts ko attach drives.
This configuration can be used ta enfarce a policy which

7| Preferences denies the use of mobile drives.
Bl 4% User Configuration
| Policies Apply
~| Preferences
é This Group, Cancel
s You are using-ararversorrer o
L Mo license is installed. Agents will wark For 30 days Fram First installation.
.~ Drivelock settings in Group Policy Objects can be backed up to Drivelock Enterprise Services so
4 ﬂ 'u that versioning and a safe hackup is available of all data. j
|Done ‘ |

In the Getting Started dialog box, select “Block external drives” and click Apply.
Preconfigured settings
Preconfigured settings
'ou gelected a preconfigured scenario
v{ to be secure within minutes.

Thiz wizard will collect additional
information needed for your zelected
SCENANO.

< Back Cancel

21 DriveLock Quick Start Guide



CenterTools

DriveLock Quick Start Guide

You can now start to configure client settings.

Preconfigured settings E2
Confirm selected configuration W
The selected configuration will be applied after vou click "MNest". . |-

Selected configuration

Block external drives

Blocks any dive and reportz attempts to attach drives. This configuration can be
uzed to enforce a policy which denies the uze of mobile drives.

Thiz zelection will be applied after you click "Mest". Any pre-exizting ettings wil
be updated to meet the selected configuration.

Cancel |

In this example we configure basic settings to block any drive and reports attempts to attach drives.

Preconfigured settings Ed
License file ™
Select the licenze file to use or leave the license empty for a trial . |-
installation,
Import licenze file... Specify computers... |

Licenze uzage

Mumber of licensed computers 0
Computers in Active Directory 23

Current license

Mo licenze configured.

< Back Cancel |

Please import your license file with “Import license file” button.

The DriveLock download package includes a trial Agent license that is valid for

' up to 10 Agents. You can find this license file AgentTrial.lic in the default

.J, installation folder “C:\Program Files\CenterTools\DriveLock\Tools”. DriveLock
Full Disk Encryption (FDE) is not included in this trial license.
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Click Import license file, and then follow the instructions to select your DriveLock license file and activate

the license.

Preconfigured settings
Licensze file -
Select the licenze file ta uze or leave the license empty for a trial L]
installation.

“Tmport licenze file. Specify computers. . |
License uzage
Mumber of licenzed computers 10
Computers in Active Directany 23

‘L “Yiou must specify on which computers Drivel ock will run because
Active Directory containg more computers than are icensed,

Current licensze

License ID: F3d278-fe22-4bd0-a571-da41505 a
Licensed to: . Agent Trial Licenze
Licenze type: Agent trial licenze

Licensed option:  Drivelack Encrption 2-Go
Agent trial licenze ﬂ

¢ Back | Hest > | Cancel |

In case there are more computers in your Active Directory listed as in the trial license licensed, then click

on Specify computers.

Properties [ x|

General  Licensed computers | Excluded computersl

Define on which Agents warious Drivelock components are enabled. Full Disk Encryption
and Antivirus will be installed or uninstalled according to this list.
Computer or group | Agent | Enci... | FDE | Antivir... |
< Ay computer » O
Murber of computers 1 ] 0 ]
Add w Remaove |

0K I Cancel Apply

and configure at least one PC.
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Event message transfer settings
Dnvelock Enterprise Service --
Configure a Drivelock Enterprize Service connechion, : 1

" Detect DriveLock Enterprise Service automatically

' Specify server connection data

Server name [VCT-LEO-DESTY|

Server port [HTTR) IEDEE

Server port [HTTPS) IEUE? [~ Enforce HTTRS

< Back I Mext > I Cancel |

Final check “Detect DriveLock Enterprise Service automatically” and click Next. Optional you can edit the
DES settings manually. In our scenario you have to edit the local server name.

Preconfigured settings
Preconfigured settings
Your selected configuration is now

activated and will be uzed by
Dinvelock sgent,

Cancel |

< Back

Now the basic settings are configured, click Finish to close the wizard.

To validate the DrivelLock settings open the MMC node Drives — Removable drive locking.
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B Group Policy Management Editor ) ' M=l &3
File  Action ‘iew Help
= | 7mE HEHEIE

__" Drivelock Test Configuration [WCT-
[=1 ¢l Computer Configuration

|»

Removable drive locking

= [ Policies Corfigures the base policy used for al drives of a certain global
| Software Settings type,
| Windows Settings Start here to define how drives are controlled in your netwark,

Bus configuration (LSE, 1394, and 5D takes precedence over

= @ CenterTools Drivelock
drive type configuration.

{,ja Global configuratiol
[= = Drives

Drive whitelist 1 ] Classic MMC wiews
File filter templ.
Authorized met

Devices
Floppy disk drives

& Network profiles
[&] Applications =) Lo
Encryplion Defines the basic locking policy For Floppy disk drives,
Antivirus When multiple policies conflict, bus configuration (USE or Fire'Wire) takes precedence over drive type
configuration (CD or floppy disk).
Lﬁ Management consc
| Adrministrative Templak
| Preferences CD-ROM drives
Bl 4 User Configuration £ Locked b
| Policies Defines the basic lacking policy For optical drives, including CD-ROM, DYD-ROM drives and COJDYD-
| Preferences burning drives,

USE and FireWwire-connected optical drives are controlled according to the USE or Firetwire policy.

UsB bus-connected drives
2 Locked
Defines the basic locking policy for all drives connected via USE bus.

This rule takes precedence over Floppy Disk, Fixed Disk, CD-ROM, and Cther Drives rules,

FireMfire {1394) bus-connected drives
O Locked

L | Defines the basic locking policy for all drives connected via FireWire {1394) bus,
This rule takes precedence over Floppy Disk, Fixed Disk, CD-RiOM and Other Drives rules,

SD bus-connected drives
O Locked

Defines the basic locking paolicy For all drives connected via 5D {(Card) bus.
This rulz takes precedence over Floppy Disk, Fixed Disk, CD-ROM and Other Drives rules,

I 2 =l

Based on the lock symbol you can identify that the basic setting block all access to removable drives.
except fixed hard disks.

To change the settings for a drive type, click the drive category, such as USB drives.
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= @ CenterTonls Drivelock
@a Global configuration
= @ Drives
Settings
T Removable drive
@ Drive whitelist rt
14 File filker templa
[} Authorized medi
Devices
¥ Metwork profiles
Applications
Encryption
Antivirus
¥ Management consol
| Administrative Template

| Preferances
= 42, User Configuration

| Palicies

| Preferences

KN i

= M USE bus connected drives Properties 2 Over

|
General | Filter # Shadow I Messages I Optionz | Drive letters I Commands |
USE bus connected drives
ey

 Allow

& Deny [lock] for all users [defaultf

" Deny (lock], but allow access for defined users and groups
Floppy di
a Laocke: Llger or group | Read | Wite |
Deefines th
When mulk E bvpe
configurati
CD-ROM .
B, Locket

\ Defines th WD-
burning dri
USE and Fi v,
USE bus-
Lockec
EL ) Add!. | Femave |
Ceefines th
This rule te
ak. I Cancel Lipply

FireWire {1394) bus-connected drives
B, Locked

Defines the basic locking palicy For all drives connected via Fire'Wire (1394) bus,
This rule takes precedence over Floppy Disk, Fixed Disk, CD-ROM and Other Drives rules.

SD bus-connected drives
O Lacked

Defines the basic locking palicy For all drives connected via S0 {(Card) bus.
This rule takes precedence over Floppy Disk, Fixed Disk, CD-ROM and Other Drives rules.

B Group Policy Management Editor P ]
File  action Wiew Help
&= |5 1=
_Ej DriveLock Test Configuration [YCT-L =
B & Computer Configuration [ —— Removable drive locking
= [ Policies | I Configures the base policy used for all drives of a certain global
~| Software Settings | | type,
| Windows Settings ’ Start here to define how drives are controlled in your netwark,

[ |

A dialog box appears that lets you configure access settings. For example, to allow write access for USB-
connected drives for administrators only while allowing only read access for Userl, configure the settings

in the following graphic.
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USE bus connected drives Properties EE

General | FiIterfShadan Messagesl Elptionsl Drive Iettersl Eommandsl

USE buz connected drives

 Allow

" Deny [lock] for all users [default)

' Deny (lock]. but allow access for defined users and aroupst
Uger or group | Read | WAike |
B2 Doménen-Adming
a dzerl O

Add... | Remowe |

ak. I Cahcel I Apply

Next click on the tab “Filter / Shadow”. Now you can activate the auditing of file that are read from or
written to USB-connected drives.

To do this mark “Audit and shadow files read from or written to drives of this type” and select via “Add”
button the template “Audit only”.

USE bus connected drives Properties EHE

General  Filter £ Shadow |Mes3ages| Dptionsl Drive Iettersl Enmmandsl

[ Filter files read from or wiitten to diives of this type
W éudit and shadow files read frarm or witter ba drives of this bpe

Filter / audit / shadow filez uzing template

Order | Filter ternplate
1 Adit only

ddd Remove il il

ak Cancel Apply
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If you want to ensure that users can only access drives that have been encrypted by DriveLock, select the
tap Option and mark “Require drive to be encrypted” and “Automatically encrypt unencrypted media”.

USE bus connected drives Properties 2 | | I

. Generall Filter / Shadow I Messages Options | D letters I Commandsl

¥ Require drive to be encrypted
Iv iwtomatically encrypt unencrypted medis

[ Encrypt on first write attempt [allow unencropted read access)]
[ Stiict checking for encrypted media [no non-DriveLock files allowed)

v+ Alzo configure settings under Encryption | Removable media
encmyption | Enfarce encryption to ensure that this warks properly.

™ Renquire media authorization on this dive [CD/DVD diives only)

[~ Scan for vinuses before granting access b the dive

Configuration prafile |< Default scanning policy »

L

™ “erify spstem details before granting access to the drive
Type | Dezcription | didd).

Edit...

Delete

0k I Cancel | Loply I

i

To configure settings for additional drive types, repeat the previous steps for each of them.
To create exceptions to the policy for a drive type, you can configure whitelist rules. For example, you can

use whitelist rules to allow users to access only authorized removable media. To create a new drive
whitelist rule, right click Drive whitelist rule — New — Vendor/Product ID rule....
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l' Group Policy Management Editor M=l E3
File  Action Miew Help
L A e e R = NS
=/ Drivelock Test Configuration [¥CT-L | Wendor 10/ Rule bype | Product ID { Condition | Status Rule tvpe Comment
[ (& Computer Configuration Erter text here 7| Enter text here | Enter text h...| FP| Enter text h... ff] Enter text here
B Po_licies @Whitelist temnplate ...
| Software Settings
| Windows Settings
B @ CenterTools Drivelock
{? Global configuration
[=] = Drives
o Setkings
" Removable drive
WE-—:
Té File Filter :
- . ) Mebwork drives rule...
05 Authorize yiew
Devicas . \WebDav-based network drives rule. ..
E- Metwark prof Export List, ., Drive size rule, ..
Applications Properties Base_rule... _
Encryption | — Terminal services rule.. .
g ankivirus Help Rule from template. ..
& Management consal | Folder...
| Administrative Template
| Preferences
= 4%, User Configuration
| Palicies
| Preferences
‘ | | EY o
|Inserts a new rule based on wendor and product ID inta the list. | |

You can select the drive

to which the whitelist rule applies from drives that are currently connected to your

administrative workstation or a client computer running the DriveLock Agent. To do this, click the ...

button.
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New drive exception Properties K Ed

Mebwork s l Uzers I Dirivve letters I Meszages I Optionz I Commands
General I Permizzions I Filter / Shadow I Time limitz I Computers

Yendor D || _l

Fraduct ID I

Comment

Swmbol = >

[ Only allow selected serial numbers

Sernial number | Cormment | Add

Hemove

Edit...

HA

0k I Cancel | Spply |

Select the local computer or connect to a client computer running the DriveLock Agent. Select the drive
from the list of currently connected drives and then click OK. The drive appears in the whitelist rules. You
can configure access to this drive on the Permissions and Options tabs.

New drive exception Properties K E3

" General I Permizzions I Filter / Shadow I Tirme lirnits I Computers
Metwarks — Users Dirive letters I Meszages I Options I Carmrands

@ These zettings da not cantral permizsions on drives. Instead they are
uzed to evaluate whether this whitelizt mile iz applied to a drive. Ta
cantral access permizsions, use the settings an the "Permiizsions” tab,

" Rule iz active for all users and groups
™ Rule iz active only for selected users and groups

' Rule is active for all uzers and groups, except the ones selected

Uger or group = |
a Uzerl

Femave |

(] | Cancel Apply
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Installing the DriveLock Agent

Once all Group Policy settings are configured, the Windows Group Policy mechanism automatically
distributes them to the client computers. Once you install the DriveLock Agent on these computers, it will
start applying and enforcing these settings. You will distribute and install the Agent using Group Policy.

Estimated time required: 20 minutes.

Before you can distribute the DriveLock Agent using Group Policy, you need to copy the Agent
installation package (DriveLockAgent.msi) to a shared folder on a server. Ensure that both file and share
permissions are configured to allow Read access for the Everyone or Authenticated Users groups.

CenterTools recommends the use of separate GPOs for DriveLock policy settings and software
installation. You will create a software distribution policy. On the administrative workstation, start the
Microsoft Group Policy Management Console (GPMC).

E Group Policy Management =10] =]
5l Fle Action View Window Help |;li|ﬂ
pale Alcal Lot Wl 7 Hie
& Group Palicy Management DrivelLock Agent Installation
=] _\‘-3 Forest: dl.com 5 5 : :
=) % Dommgire COpe | Dietailz I Settings I Delegation I
B &3 d.com Links
i/ Default Domain Palicy Display links in this location: -
B [2] Clients Idl.com J

S8 Drivel ock Agent Installatii The following sites, domaing, and Os are linked to this GPO:

; D|_'|~,.-ELoctl: ionﬁguraton e I Enforc:edl G Enabledl = |
A [2] Domain Controllers =
5 i Clert: N ¥ dl.com, Clent
5t Group Palicy Objects (] Clierts o es com,/Clients
y WMI Filters
] Starter GPOs
3 '}
B Sites = -
56 Group Policy Modeling Security Filtering
(¥ Group Policy Results The settings in this GPO can only apply to the following groups, users, and computers:

MName = |
82 Atherticated Users

Add... Remaove | Froperties |

WMI Filtering
This GPO is linked to the following W fitter:

|4none= j [Hper |
4] | ]
| | |

The GPO must apply to client computers that will be protected by DriveLock. Right-click the appropriate
OU and then click Create and Link a GPO here. Provide a name for the GPO and then click OK.

Right-click the GPO you created and then click Edit. In the Group Policy Management Editor, expand
Computer Configuration, expand Policies and then click Software Installation.
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B Group Policy Management Editor

-l x

File Acton View Help

& | rnHda» | HE

LE[ Drivelodck Agent Installation [ADMIN.dI.1 | Name
= *E:J _'ijﬁ;:;;:mﬁguramn There are no items to show in this view.
Bl [ Software Settings
Software installation
[ Windows Settings
@ CenterToals Drivelock
| Administrative Templates: Py
|| Preferences
= ﬁ, User Configuration
| Policies
|| Preferences

Version I Deployment state | Source |

| < = | |

To create a new software installation package, right-click Software Installation, point to New and then
click Package.
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B Group Policy Management Editor ol x|
File —Action View Help
& | fm|E = |HE
LE[ Drivelodck Agent Installation [ADMIN.dI.1 | Name ‘Version I Deplayment state | Source |
El & Computer Canfiguration ] i
= 4 Policies There are no items to show in this view,
Bl [ Software Settings
Software ns b
| Windows Settin
@ CenterTools Dri View 3
| Administrative T|
| Preferences Paste
B #¥, User Configuration Refresh
| Policies Export List...
| Preferences i
Help
KN I i
|Adds 3 package.

Navigate to the shared folder where you saved the DriveLock Agent installation file, select the file and

then click Open.

2 ==

2]

x|

Organize ¥ {55 Views = | [/ Mew Folder @
Favorite Links Mame = |v| Da_mte_modlﬁed |v| Type |v| Size |v|
. LimitedRelease 61172010 5:43 AM  File Folder
B Desktop B orivelock Agent FDE  6/11/2010 4:45 AM  Windows Installe...  50,984KB
18 Computer ﬁg;!DriveLock Full Disk E... 5/21/2010 6;08 AM  Windows Installe. .. 31,505KB

Ei Documents

g- Pictures
@ Music
|& Recenty Changed
E Searches
Public

DrivelockAgent

Folders ~

/92010 9:00 AM

Windows Installe. ..

File mame: | DrivelockAgert

j I"."u'indows Imstaller packages !:j

Cpen I

Cancel |

4
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Ensure that Assigned is selected and then click OK.

Once the software distribution policy is configured, all client computers that the GPO applies to will
automatically install the Agent. Client computers will receive the policy settings during the next regular
group policy refresh interval. You can also initiate an immediate Group Policy refresh on the client
computer using the Windows gpupdate command. The installation of the Agent starts the next time the
client computer restarts after the Group Policy refresh has been completed.

Once the DriveLock Agent is installed, it will immediately start applying the drive control settings you
configured and start reporting events to the DriveLock Enterprise Service.

If you install the DriveLock Agent by using Group Policy, it can’t be uninstalled
from the Add/Remove Programs application in Control Panel. Instead, remove
the software package from the GPO.

If you use a Windows Server 64Bit operating system you can distribute both 32Bit and 64Bit installation
msi packages with one GPO. In this case take notice of one point. For the 32Bit installation package
unmark the “Make this 32-bit X86 application available to Win64 machines”. See screenshot below.

ﬁ' Group Policy Management Editor
File  Action Wiew Help
&= |snEkE | HB
= DriveLock Configuration [+ . “- | Mame | version | Deployment state | Source IR
B i Computer Configuration E&nterTools Drivelock ... 7.1 Assigned Mes e g SreddeAnl T T 4 el nck. Agent.msi
B = PU_"CiES CenterTooIs Drivelock ... 7.1 Assigned e e e 7 @ oA Drivelock_Agent_xE4.msi
= [ | Software Settings
3 LR LS Wl e nter Tools Drivelock Agent Properties 7] x|
| ‘Windows Settings )
qﬁ CenterTools DriveLock, General Deployment | Upgradesl Eategoriesl Modificationsl Securityl
| Administrative Templat |
_| Preferences L=t Advanced Deployment Options [ %]
=1 4®, User Configuration = Published
| Policies ol —Advanced deployment options:
= ) - +
~| Preferences SIS ™ lgnore language when deploying this package
i~ Deployment options
7 putainstal i 20018 | 1= ok this 32-bit ¥86 application avalable to Winé4 machines
™ Urirstall this applicatio ; .
management I~ Include OLE class and product information;
= D “|°t display this pacl - Adyanced diagnostic information:
pane
Bl e Product code: {FAAERA1A-BBIE-4385-A33F-DFOS7 2536513}
- [reployment Count: 0
[P 20 Seript name: SRR R e e el
7 Basic 4{00CTC248-F7F5-4832-AD81-E41 1B25C49FF}
‘M achinetdpplications
1% i avimurn 4{7BF360C5-4182-4DC2-9405-AB 0CA9243599) aas
KN — i
| (] 8 I Cancel |

With this setting the 32Bit DriveLock agent will be installed on 32Bit PCs and the 64Bit DriveLock agent

will be installed on 64Bit PCs.
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Summary

The total estimated time required to install, configure and deploy DriveLock to control drive access and
provide central reporting, as described in this document, is 2 hours and 25 minutes. Even when adding
the time required for configuring the prerequisites, such as installing Microsoft SQL Server, a
comprehensive drive control solution can be rolled out in well under 4 hours.
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